everlz Evertz Customer Service
Spring4Shell Vulnerability

1. OVERVIEW

Officially named Spring4Shell vulnerability (CVE-2022-22965), Spring4Shell is a critical vulnerability in
the Spring Framework, an open source platform for Java-based application development. Spring4Shell is
severe because if attackers exploit it, applications can be vulnerable to remote code execution (RCE).

2. EVERTZ EXPOSURE

Evertz, as a company, is not vulnerable to these exploits.

We have investigated on a product-by-product basis, and can conclusively say that none of our product
lines are affected. These unimpacted products include, but are not limited to: Mediator, MAGNUM, inSITE,
VUE, VLPro and DreamCatcher as well as the majority of our 3484/3482/3480 platforms (TXEs and
MUXers), Mulitiviewers, MMA10G and UXP, RF & 78xx series platforms.

If you have any questions or concerns, please contact Evertz Customer Service at:
Normal business hours: 905-335-7570

Emergency After-hours support: 905-407-7570
Email: service@evertz.com



https://spring.io/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22965
https://www.sciencedirect.com/topics/computer-science/remote-code-execution
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